
 

 

 

CLIENT ALERT  SEPTEMBER 27, 2018 

International Pressure Grows for Companies to Create 
“Backdoors” to Encryption 
Earlier this month, the governments of the United States, the United Kingdom, 
Australia, Canada, and New Zealand, collectively known as the “Five Eyes” nations, 
issued a joint statement titled Statement of Principles on Access to Evidence and 
Encryption (the “Statement”).1  The Statement offers a subtle warning to private 
companies to create “backdoors” to their encryption technologies, or potentially be 
forced to do so. 

At its most basic level, encryption is the process of scrambling one’s data to make it 
unintelligible to everyone except those who have permission to access it, typically 
through the use of an encryption “key.”  A backdoor to encryption is a built-in feature of 
the technology that enables a person to access encrypted data without having the key. 

The Statement acknowledges that encryption is “vital” to the digital economy, a secure 
cyberspace, and the protection of personal and commercial information.  But the 
Statement concludes that “privacy is not absolute,” and that companies must assist 
governments in the lawful access of encrypted data.  “It is an established principle that 
appropriate government authorities should be able to seek access to otherwise private 
information when a court or independent authority has authorized such access based on 
established legal standards.” 

While the Statement does not mention encryption backdoors by name, it encourages 
companies to voluntarily create “customized solutions” to facilitate government access 
to encrypted data.  The Statement concludes with a threat:  if companies fail to do so, 
the governments of the Five Eyes nations will pursue “technological, enforcement, 
legislative or other measures to achieve lawful access solutions” to encrypted data. 

In light of the ongoing debate regarding backdoors to encryption, we summarize the 
arguments in favor and against legislating that companies build such features into their 
products and services. 

The most often cited rationale in favor of backdoors is that they are necessary to keep 
the public safe.  The same encryption technologies used to protect personal and 
commercial information are now used by serious criminals to frustrate government 
investigations into their criminal activity and evade prosecution.  Because governments 

                                                 
1 The Statement is available at https://www.homeaffairs.gov.au/about/national-security/five-
country-ministerial-2018/access-evidence-encryption. 
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cannot force criminals to give up the keys to decrypt their data (i.e., their passwords),2 
and companies often do not have access to their users’ keys, the only way to bring these 
criminals to justice is to be able to access their encrypted data through a backdoor. 

This argument ignores that there are alternative, less extreme methods for governments 
to decrypt data.  In the United States, for example, a suspect can be compelled by a court 
order to decrypt the data himself in certain circumstances, without having to divulge his 
password.3  And in cases where the suspect may not be available to decrypt his data, 
governments have been successful at decrypting data on their own or with the help of 
third parties, as in the case of the encrypted iPhone belonging to perpetrator of the 2015 
San Bernardino, CA terrorist attack.4   

Though governments have complained about the cost to decrypt data on their own,5 
requiring companies to build backdoors into their technologies would impose significant 
costs on them, as well as stunt future innovation in the privacy industry. 

Further, proponents of the public safety argument have also faced criticism for 
misleading the public about the extent of the problem posed by criminals’ use of 
encryption.  For example, FBI Director Christopher Wray repeatedly claimed that the 
FBI was unable to access nearly 7,800 encrypted devices in 2017, when in reality the 
number was much smaller, likely between 1,000 and 2,000 devices.6   

                                                 
2 See United States v. Spencer, No. 17-cr-00259-CRB-1, 2018 WL 1964588, at *2 (N.D. Cal. Apr. 
26, 2018).  

3 See id. at *3. 

4  Katie Benner & Eric Lichtblau, U.S. Says It Has Unlocked iPhone Without Apple, N.Y. TIMES 
(Mar. 28, 2016), https://www.nytimes.com/2016/03/29/technology/apple-iphone-fbi-justice-
department-case.html. 

5 James Comey claimed that it cost more to decrypt the iPhone belonging to the perpetrator of 
the San Bernardino terrorist attack than he would make as FBI Director in the seven years and 
four months before his retirement.  Roberto Baldwin, FBI Paid Over $1.3 Million to Unlock San 
Bernardino iPhone, ENGADGET (Apr. 21, 2016), https://www.engadget.com/2016/04/21/fbi-
paid-over-1-3-million-to-unlock-san-bernardino-iphone/.  It was later revealed that the FBI 
spent approximately $900,000 to unlock the phone.  Nathan Ingraham, Senator Confirms FBI 
Paid $900,000 to Unlock San Bernardino iPhone, ENGADGET (May 8, 2017), 
https://www.engadget.com/2017/05/08/fbi-paid-900000-to-unlock-san-bernardino-iphone/. 

6 Devlin Barrett, FBI Repeatedly Overstated Encryption Threat Figures to Congress, Public, 
WASH. POST (May 22, 2018), https://www.washingtonpost.com/world/national-security/fbi-
repeatedly-overstated-encryption-threat-figures-to-congress-public/2018/05/22/5b68ae90-
5dce-11e8-a4a4-c070ef53f315_story.html?utm_term=.b63b2f927a27. 
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While backdoors may initially be effective at assisting governments to investigate and 
prosecute criminals, it is naïve to expect that criminals would continue using encryption 
technologies that have backdoors, given the open-source nature of encryption.  
Encrypted products and services lacking backdoors would quickly appear in the market, 
or criminals may even create their own. 

Many experts also agree that there is no such thing as a “secure” backdoor to 
encryption.7  For this reason, backdoors put the public at a greater risk of having their 
sensitive data stolen by criminals and other bad actors, who will find a way to exploit 
these backdoors.  Even the NSA, the U.S. intelligence agency that is often suspected of 
implementing backdoors into encryption technologies, has found it difficult to keep 
these potent tools out of the wrong hands.8  Apart from the threat posed by criminals 
and bad actors, there would also be the potential for abuse of encryption backdoors by 
the government, given the difficulty of imposing meaningful restraints on such a 
powerful tool. 

The United Kingdom, Australia, and New Zealand have already partly made good on the 
Statement’s threat to pursue legislative measures to achieve access to encrypted data.  
New Zealand enacted its Telecommunications (Interception Capability and Security) Act 
in 2013, which authorizes the government to compel decryption of 
telecommunications.9  The United Kingdom passed its controversial Investigatory 
Powers Act in 2016, termed the “Snoopers’ Charter,” which could be invoked to force 
companies to decrypt data, turn over encryption keys, and even build backdoors into 
their encrypted products and services.10  Australia recently proposed legislation called 
                                                 
7 See generally HAROLD ABELSON ET AL., KEYS UNDER DOORMATS: MANDATING INSECURITY BY 
REQUIRING GOVERNMENT ACCESS TO ALL DATA AND COMMUNICATIONS (2015), 
http://dspace.mit.edu/bitstream/handle/1721.1/97690/MIT-CSAIL-TR-2015-
026.pdf?sequence=8. 

8 See, e.g., Scott Shane et al., Security Breach and Spilled Secrets Have Shaken the N.S.A. to Its 
Core, N.Y. TIMES (Nov. 12, 2017), https://www.nytimes.com/2017/11/12/us/nsa-shadow-
brokers.html; Brian Barrett, The Encryption Debate Should End Right Now, WIRED (June 30, 
2017), https://www.wired.com/story/encryption-backdoors-shadow-brokers-vault-7-
wannacry/ (“That all of [these NSA tools] ha[ve] fallen into public hands shifts the nature of the 
encryption debate from hypothetical concern that someone could reverse-engineer a backdoor 
to acute awareness that someone could just steal it.”). 

9 Section 24 of the Telecommunications (Interception Capability and Security) Act 2013 (N.Z.).  

10 Report of the Special Rapporteur on the Promotion and Protection of the Right to Freedom of 
Opinion and Expression, Encryption and Anonymity Follow-Up Report ¶ 14 (June 2018), 
https://www.ohchr.org/Documents/Issues/Opinion/EncryptionAnonymityFollowUpReport.pdf 
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the Telecommunications and Other Legislation Amendment (Assistance and Access) 
Bill, which aims to emulate the NZ and UK laws and could require companies to build 
new features into their technologies that would enable the decryption of data.11 

In the United States, the picture is less clear.  While the U.S. Department of Justice is 
attempting to set legal precedent in a federal court case against Facebook by demanding 
that the company break the encryption in its Messenger application,12 a bi-partisan 
group of U.S. congressmen have reintroduced legislation known as the Secure Data Act, 
which would prevent any U.S. government agency or court from forcing a private 
company to build backdoors into their encryption.13 

As a practical matter, however, even if the United States were to enact the Secure Data 
Act, the protection afforded by such a law could be rendered meaningless if laws of other 
nations impose backdoor requirements on multi-national companies operating abroad.  
U.S. companies doing business in the United Kingdom, for example, would be required 
to implement a backdoor to their encryption technologies, which could be difficult or 
impossible to isolate only to their users in that country. 

 
 
 
 
 
 
 
 
 
 
 
 

                                                 
11 See Cynthia M. Wong, Turning Our Technology Against Us, HUMAN RIGHTS WATCH (Sept. 20, 
2018), https://www.hrw.org/news/2018/09/20/turning-our-technology-against-us;see also 
Ariel Bogle, New Tech Surveillance Laws Criticised by Group Representing Facebook, Google, 
and Twitter, ABC (Aug. 20, 2018), http://www.abc.net.au/news/science/2018-08-20/tech-
surveillance-laws-labelled-aggressive-by-critics/10128166. 

12 Dan Levine & Joseph Menn, Exclusive: U.S. Government Seeks Facebook Help to Wiretap 
Messenger - Sources, REUTERS (Aug. 17, 2018), https://www.reuters.com/article/us-facebook-
encryption-exclusive/exclusive-u-s-government-seeks-facebook-help-to-wiretap-messenger-
sources-idUSKBN1L226D. 

13 Secure Data Act of 2018, H.R. 5823, 115th Congress (2018). 
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